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Re: NERC Full Notice of PenaliggardingUnidentified RegisteredEntities
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Dear Ms. Bose:

The North American Electric Reliability Corporation (NERC) hereby provides this Notice of Penalty
regardingUnidentified Registered Entity 1 (URE1), UnidentiRegjistered Entity 2 (URE2),

Unidentified Registered Entity 3 (URES3), Unidentified Registered Entity 4)(@REUnidentified

Registered Entity 5 (URES), (collectively theYRERC Registry IEBCRXXXXNCRXXXX
NCRXXXXNCRXXXXand NCRXXXXn accordance with the Federal Energy Regulatory

I 2YYAEAA2Y QA O/ 2YYAAaA2yW R NINRSWEIE Nbat &aSst  NB FHdzt bl
Procedure including Appendix 4C (NERC Compliance Monitoring and Enforcement Program?(CMEP)).

ThisNotice of Penaltyesolves two sets ofiolationsdiscovered through SeReports andCompliance
Audit findings. Theviolations ofthe Unidentified Registered Entiti@se the remaining open
enforcement actions from a CIP Compliance Audit thatiRids contested, but ultinately agreed to
mitigate. The remainingielations are SelReports and Complianceudit findings, many of which are
minimal risk, documentation issuéisat would have been eligible for Compliance Exception treatment
but for| w 9réleRant compliance histy.

I Rules Concerning Certification of the Electric Reliability Organization; and Procedures for the Establishment, Approval, and
Enforcement of Electric Reliability Standai@sder No. 62), 1ll FERC Stats. & Regs. 1 31,204 (2D@8)ce of New Docket

t NBTAE abté F2NI b20iA0Sa 2F tSylLfidée CAf, DétkedNd. RMEBE000 2 NI K ! Y
(February 7, 2008%ee alsd8 C.F.R. Part 39 (201MandatoryReliability Standards for the Btifower SystenrFERC

Stats. & Regs. 1 31,242 (2007) (Order No. 898,K Q 3 , IRGBRERCSIF61,053 (2007) (Order No-APSeel8 C.F.R §

39.7(c)(2).

2Seel8 C.F.R § 39.7(c)(2) and 18 C.F.R § 39.7(d).
3353 Peachtree Road NE
Suite 600, North Tower

Atlanta, GA 30326
404 -446 -2560 | www.nerc.com
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The resolution of theseiolationsare closein proximity to theFER&@pprovedsettlementof 35prior
violations of thefour UREsubject to this Settlement Agreemeand other entities While entering

into the prior SettlementAgreement, ReliabilfFirst wasaware ofthe extent and nature of the CIP
compliance audit findinggnd noted in the prior Settlement Agreemethiat the findings which are

the subject of the instant Settlement Agreement demonstrated tH&Is had made significant
progress irterms of compliance Although ReliabilityFirst was not in a position to resolve the instant
Alleged Violations at that time of resolving the prior Settlement Agreement, given their isolated,
mostly minimal risk nature, and the fact that they actually demonstrate a marketbwement in the
URESs over time, ReliabilityFirst determined that a monetary penalty was neither necessary nor
appropriate. The UREs were sanctiomaltl for the shortcomings of their prior legacy CIP compliance
program in the prior Settlement Agreement.

This Notice of Penalty is being filed with the Commission because ReliabilityFitdR&dthve
SYGSNBR Ayid2 I {SGdftSYSyd ! INBSYSyd G2 NBaz2ft gS
determination and findings of the violatishaddressedn this Notice of Penalty. According to the
Settlement Agreementhe UREBneither admit nordenythe violations, buhaveagreed to the

assessed penalty of zero dollars ($0), in addition to other remedies and actions to mitigate the instant
violations and facilitate future compliance under the terms and conditions of the Settlement

Agreement. Accordingly, the violati®m this Full Notice of Penalty are being filed in accordance with

the NERC Rules of Procedure and the CMEP.

Statement of Findings Uretlying the Violatiors

This Notice of Penalty incorporates the findings and justifications set forth in the Settlement
Agreement The details of the findings and basis for the penalty are set forth in the Settlement
Agreement and herein. This Notice @mRlty filing contains the basis for approval of the Settlement
Agreement by the NERC Board of Trustees Compliance Committee (NERC BOTCC). In accordance with
{SOGA2Y oddT 2F (GKS [/ 2YYA 52019 2NERCproNdestiteiowingA 2 y & =

SForpurposes® (G KA A& R20dzYSyidsz SIOK @A2flFdA2Yy |G AaadzsS A& RS&aONJ
and whether it was a possible, alleged confirmed violation.
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summary table identifying each violation of a Reliability Standard resolved by the Settlement

Agreement, as discussed in greater detail below.

NERC Violation Reliability Applicable | Total
ID Std. Req. WRANELS Function(s)| Penalty

URE3:

RFC201201126 CIR0021 | R3.1 | Lower/Severe URE4

URE5

URE3:

RFC201201126 CIR002-1 | R3.1 | High/Severe| URE4

URES5

URE3:

RFC201201126] CIP0021 | R3.1 | Lower/Severd URE4

URES5

RFC201301271] CIR0033 | Re |Lower/Severe  UREL $0

Lower/

RFC201301240 CIR0043 | R4 Lower wIREL
Medium/

RFC201301251 CIR0051 | R15 |  severe UREL
Lower/

RFC201301240 CIR0053 | R5 Severe wIREL

Medium/ URE1;

RFC201301300 CIR0061 | R1.1|  Severe URE2

Medium/ URE1;

RFC201301300 CIR0061 | R1.1|  gSevere URE2
Medium/

CIR006- URE1
RFC201301230 R11|  Seyere
Medium/

RFC201301300 CIP0061 | R1.8 Severe wIREL
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NERC Violation Reliability Applicable | Total
ID Std. Req. WRANELS Function(s)| Penalty
Medium/

RFC201301240 g:épooa R4 Severe URE1

Medium/ URE1;

REC201301241] CIROO7-1 | R2 Severe URE?

Medium/ URE1;

RFC201301241] CIROO7-1 | R2 Severe URE?

R3 Lower/ URE1:

RFC201301251] CIRO07-1 Severe URE?2

R3 Lower/ URE1:

RFC201301251] CIRO07-1 Severe URE?2
Medium/ $0

RFC201301241) CIROO7:1 | R8.21 0 URE1

Medium/ URE1;

RFC201301241 CIFO07L | pe 33l “oavere URE?

Medium/ UREL1;

RFC201301241 C'PO07 L | ps 33l oo ere URE?

CIROOT- Medium/ UREL;

RFC201301275 R1 Sevor URED

CIROOT- Medium/ UREL;

RFC201301276 R1 Sevor URED

RECc201301271] CPO07 | g O URE1

3a Severe

*Violation Risk Factor (VRF)daYiolation Severity Levél/SL)
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CIP0021 R3.1(RFC201201126RFC2012011268FC2012011269

Theseviolations include previously unselved, contested issues frotwo CIPCompliance Adits of
certainUREegistrations.

ReliabilityFirst conducted @mplianceAudit of URB, URE4, and URE®his Agreementesolves
three remainingviolationsof CIRP002-1 R3.1that were not resolved by thprior Settlement
Agreement.

During the Compliance Audit, ReliabilityFirst discovered tHRE Companiasgere in violation ofCIR
002-1 R3.1 ReliabilityFirstiscovered an electronic accessntrol and monitoring device (EAGkhat
allowed Cyber Assets, specifically remtgaminal units (RTUs)to connect taahe EACNMand
communicate using a routable protocdURE3, URE4, and UR&ited to identify these assets as
Qritical Gyber Assets (CCé).

ReliabilityFirsdetermined thatURE3, URE4, and URMS violatiors of CIR002-1 R3.1because they
failedto identify certain Cyber Assets essential to the operation of a Critisaétas CCAs. The Cyber
Assetsin this case the RTUusimmunicate outside anElectronic Security Perimeter (B8Bing a
routable protocol

ReliabilityFirstetermined the duration of the violatiato be from the datedURE3, URE4, and URES
were required tocomply with the Reliability Standatdroughwhen theMitigation Plansassociated
with these violations are scheduled for completion.

ReliabilityFirstetermined that this violation posed a minimal and not serious or substantial rigleto
reliability of the bulk power system (BPSAlthoughURES3, URE4, and URKtbnot identify the RTUs as
CCAs, they did provide most of the protections required for CCAs, thexdbyging risk to those
devices For example, the RTWeere afforded theprotections ofCIRO06 and the physical access
protections of CIf004 using amdvanced secure access management tool with-taaior
authentication in mostases, and rigorous change control, including patching.

URE3, URE4, and URMHBitigation Plarsto addressheseviolations were submitted toReliabilityFirst

TheMitigation PlarsrequiredURE3, URE4, and UR&S

1. develop a new Cyber Systems Identification MethodologyBulk Electric System (BES) assets
as part of the transition to CIP Version 5 complianeghich willrequire the identification of
serially connecte@yber Assets associated witkubstations as Medium Impact BES Cyber
Assets without external routableonnectivity and
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2. ensure that the RTUmeet the applicable minimum requirements for Medium BB®er
Systems

CIP003-3 R6 (RFC203012717

UREIsubmitted a SefReport to ReliabilityFirst statin¢hat it wasin violation of CIF03-3 R6.URE1
reported that it did not falow its changesontrol process in one instance duehaman error. URE®
change controprocess requires changes to be logged and approved by a memlgcioshnge
managemeniadvisorycommittee (Committee)prior to work being executed.

Although achange was verbally approved the supervisor of the change owner and the imgss unit,
it was not approved by @ommitteemember as requiredUREMiscovered theviolation while
reviewing change requests older than @@ys that had not been closed.

ReliabilityFirstdetermined thatUREviolated CIFO03-3 R6 becausk failed toestablish and document
a process oftftange control and configuratiomanagement for adding, modifying, replacing, o
removingCCAhardware or software, anthiledto implement supporting configuration management
activities to identify, contrgland documenall entity or vendo#related changes tbardware and
software components of CCAmursuant toits change controprocess.

ReliabilityFirsdetermined the duration of the violation to be from the datlRElwas required to
comply with this Reliability Standarthrough the datdJREIXompleted itsMitigation Plan

ReliabilityFirstetermined that this violation posed a minimal and not serious or substantial rigleto
reliability of the BPSAlthough thechangecontrol process was not followed appropriately, the change
was approved bknowledgeabldJREIstaff prior to the start of the workln addition,UREimely
performed mitigating actions to prevent recurrence of the error.

URE® Mitigation Planto address this violation wasubmittedas completeo ReliabilityFirst

URE® Mitigation Plan requiredJRE%o:

1. require all personnel to validate thatl changes are approved and documengetbr to the
start of work

2. emphasize theapprovalprocess and requirements with responsible teams during meeiimgs
the calendar yegrand

3. review the process again via email remindetha calendar year

RELIABILITY | ACCOUNTABILITY




NERC Notice of Penalty
URE Companies

April 30, 2015

Page’

UREXertified that the above Mitigation Plan requirements were completed.

ReliabilityFirsterified that URE® Mitigation Plan was complete.

CIPO04-3 R4 (RFC203012401)

UREIsubmitted a SefReport to ReliabilityFirst stating that was in violation of CHB04-3 R4 URE1
reported that during a review of local users fmur Fhysical AccesSontrol System (PAL&rvers on
its corporate networkit noticed thataccess tdhe PACS®/as not authorized and documentedrough
URE®Raccess database faertaininformation technology employeesnd contractors.Due to human
error, accesswuthorizaionswere not properly establishefbr these serversUpon discoverylJRE1
removed access fdhe affected individuals.

ReliabilityFirstletermined thatUREJviolated CIF004-3 R4becausadt failedto maintain list(s) of
personnel with authorized cyber @uthorized unescorteg@hysical access to CCAs, includirey
LIS NE& 2 shycBid efeétronic and physical acceghts to CCAs.

ReliabilityFirstdetermined the duration of the violation to be from tliate URElwas required to
comply with CIF004-3 R4 throughthe dateUREXompleted itsMitigation Plan

ReliabilityFirstdetermined that this violation posed a minimal and not serious or substantial rigieto
reliability of theBPS Although thedevices wereot set up to ensure individuals were granted proper
access through the accesgstem, those individualsad completedCIP training andere subject to
personnel risk assessment (PRAR)addition, access waganted through an approval press with

the correct asset owners, just ntiirough the proper access databasgdREIdemonstrated an
otherwisestrong access control program, as evidencea lsybsequent Compliance Audit identifying
no additional CIf904 issues.

URE® Mitigation Plan toaddress this violatiowassubmittedas completeo ReliabilityFirst

I w9 Mifigation Plan requiredJREo:
1. remove access fahe individuals
2. define and authorize access through the proper access datalaaske
3. conduct a training to communicate theew access database account configuration to relevant
employees

UREZXcertified that the above Mitigation Plan requirements were completed.
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CIPO051 R1.5(RFC203012512

UREIsubmitted a SelReport to ReliabilityFirst statinthat it was in violation of CiB05-1 R1.5.URE1
reported that it did not identify andlocumentone EACM device on CIP Cyber A§is.
Consequently, this deviaeas not afforded all of the protections listed in @E5 R1.5.

UREZXonducted a root case analysiand determined that because tHeACM is not located at the
Critical Asset it supports, previous routine inspectidisnot account for the EACM, which is located
several miles from thassociatedCriticalAsset substationThe EACM is conneat via norroutable
microwave transporto the substationand this norhard-wired connection was overloekl.

ReliabilityFirstdetermined thatUREviolated CIFO05-1 R1.5 becausi failed toensure thatone
EACM was afforded the protective measulisted in CIF005-1 R1.5.

ReliabilityFirsdetermined the duration of theviolation to be fromthe date URElwas required to
comply with CID05-1 R1.5 throughthe dateUREIompleted its Mitigation Plan.

ReliabilityFirsdetermined that this violation posed a minimal and not serious or substantial rigieto
reliability of the BPSFirst, alhough the EACM Bn access point to an ESP, the EACM carries non
essential data to a substatiaontaining no CCA$Second, thaype of connectivity used by the EACM
isunique within theURElenvironment, and therefore is an isolated issu@nally the problem was
detected byUREJand promptly mitigated upowliscovery.

URE® Mitigation Planto address this violation was submitteas completeo ReliabilityFirst

URE® Mitigation Plan requiredJRE%o:

1. bring the EACM into compliance with @65 R1.5including implementing a Physical Security
Perimeter (PSP) #te associatedubstation and

2. validate all electroniconfigurations and update documentation to reflect #echanges.

UREZXertified that the above Mitigation Plan requirements were completed.

CIPO053 RS (RFC203012402)

UREIsubmitted a SelReport to ReliabilityFirst staig that it was in violation of CHB05-2 R5.URE1
reported that a new drawig became the official, active energy managemssteam(EMS ESP
diagram, superseding a previous drawirubsequent to thathange, four approved changes were
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made to various devices relatéd this environment. However, the applicable ESP diagram was not
updatedappropriatelyduring the90-day requirement period.

ReliabilityFirsteterminedthat UREviolated CIFO05-3 R5 because they failed update
documentation within the90-dayrequirement period.

ReliabilityFirstdetermined the duration of th violation to be fronthe date UREXailed to update
documentation of the ESP with#0 days of the first change, throughe dateUREIlompleted its
Mitigation Plan.

ReliabilityFirstdetermined that this violation posed a minimal and not serious or substantial ridketo
reliability of the BPSReliabilityFirst determined thahe issue relates solely to documentation of the
changes on the ESP diagram, and app&ab® an isolated inceht based on the fact thato other
violations of CI®05 R5 were identifieduringa subsequentCompliance Audit.

I w9 Mifgation Planto address this violation wasibmitted as completéo ReliabilityFirst

1 w9 Mifgation Plan requiredJREXo:

1. update its ESP diagram and its procedure governing how information technology CIP Cyber
Asset information and lists are maintained for annual reviews and ongoing chad&esl
placedspecial emphasis on the thorough verification of devices depicted onliB§RMS;

2. validate all access points to tiESPand

3. appropriately reflectthat information with the Cyber Asset lists.
UREZXertified that the above Mitigation Plan requirements were completed.

ReliabilityFirstverified that; w 9 Mi€gation Planwas complete.

CIPO06-1 R1.1 (RFC203013005 and RFC2013013006

During theCompliance Audit, Reliabifirst discovered thdREJand URE2vere in violation of CHP
006-1 R1.1.

ForURE1one facility drawing did not properly reflect the R&Rdthe wiring between two PSPs was
not completely enclosed by a shall border. ForURE2the wiring between two sets of FS was not
containedwithin sixwall borders, and two rooms containing Cyber Assets were not declared as PSPs.
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ReliabilityFirstletermined thatURE1 and URK®lated CIR006-1 R1.lbecausehey failedto ensure
and document that all Cyber Assets within an ESRIe within an identified PSP.

ReliabilityFirstletermined the duration of theviolations to be fronthe dateURE1 and URE&re
requiredto comply with CI®06-1 R1.1throughthe dateURE1 and UREBmpletedtheir Mitigation
Plars.

ReliabilityFirstdetermined that theseviolations posed a minimal and not serious or substantial risk to
the reliability of the BPSEirst,the physicalocationsaffected by theviolationswere within corporate
security boundaries antherefore less likely to be subject to harm by an external malicious actor.
Secondgach occurrence waan isolated incident and was mitigatpdomptly upon discovery by

UR mQa | yfast anditoroui responseThese were minor wiring, documentation, and
declaration issues that were mitigated promptly before the end of the onsite audit

Prior to the conclusion of the Compliance AudiRE1 and URE2odified drawingsenclosed cabling
in conduit, filed Technical Feasibility Exceptions (TFESs), and established PSPs where needed.
ReliabilityFirst verified these mitigating activities during the Compliance Abdéddition,URE1 and
UREZlso submitted formal Mitigatiolans.

| w9 Mifigation Planto addresdts violation was submitted téreliabilityFirst
URE® & aAGA 3l GA 2it6vidafioh was suBmittedRt&ReMabikityFirst

I w9 Mifgation Plan requiredJRE%o:
1. revise the facility drawing to shotliat one PSP encompassed the entire flpand
2. file aTFBRo mitigate the wiring issue between the two PSPs.
I w9 Mifigation Plan requiredJREZo:
1. file a TFEO mitigatethe wiring issue between the two rooscontaining Cyber Assets;
2. install conduit around the wiring betwedhe two PSPsand
3. enhancethe PSP drawings tshow howESP wiring between multiple PSPs is provided physical
protections.

URE1 and URIE2rtified that the above Mitigation Plan requirements were completed.

RelidilityFirstverified that! w9 m Q& | MitRjatiprwPtam @edecomplee.
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CIR006-3c R1.1 (RFC203012303

UREIsubmitted a SelReport to ReliabilityFirst statinthat it was in violation of CiB06-3c R1.1.URE1
reported that during an inspection of RSP during remodeling activitie$REIdiscovered openings
greaterthan 96 square inches; openings in an overhead, wp#nings in PSP waltmndan opening
beneath araised floor. Thesenon-compliant openings were natiscoveredoreviouslyby routine
inspections conducted by an independent contractor.

ReliabilityFirsdeterminedthat UREJviolated CIR0O06-3c R1.Ibecausst failed todocument,
implement, and maintain a physical security plan, approved bysémor manager or delegate(s)
addressing, ad minimum that all Cyber Assetsithin an ESP shall reside within an identified PSP.

ReliabilityFirstletermined the duration of the violation to be from the datHRE Icreated the openings
in the PSRthe dateUREIompleted its Mitigation Plan.

ReliabiityFirstdetermined that this violation posed a minimal and not serious or substantial rigieto
reliability of the BPSAccess to the PSP associated with the-nompliantopenings was monitored
continuouslyby security. Additionally,of the openings discovered, an opening under the raised floor
abutted against a hallway within a secured AGIP areaSomewere overhead openings that were
above dropped ceilings, which resulted in very limited visibility, and could have only been accessed
with aladder. The remaining openings were in PSP wadllse wall openings werereated by

remodeling activities and the other wall opening abutted against a secured hallway that allowed only
individuals authorized to be in the facility to entddRE Imitigated theissue promptly upon discovery
The discovery was a resfilom an internal control related tphysical security.

I w9 Mifigation Planto address this violation was submitted ReliabilityFirsas complete.

I w9 Mifigation Plan requiredJRE%o:
1. perform an extent of condition review and secure all openings with steel raesh

2. revise its physical security plan to inspect new physical security perimeters to prevent similar
violations.

UREZXcertified that the above Mitigation Plan requirements were completed.

ReliabilityFirsverified that] w 9 Mi€gation Plan was complete.
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CIP006-1 R1.8(RFC20301300%

During theCompliance Audit, Reliabyfirst discovered thdREwas in violation of CHB06-1 R2.2.
URElusedtwo terminal servers agorkstations for its PACS, but did ndéntify those terminal
servers as a PAGgstem therefore failngto provide someof the protectionsidentified inCIR0O06 R2.

ReliabilityFirsdeterminedthat UREviolated CIRO06-1 R1.8 becausk failed todocument and
implement the operational and procedural controls to manadgsical access at two access points to
the PSPs twentyour hours a day, seven days a week with one or npirgsical access methods.

ReliabilityFirsdetermined the duration of theviolation to be fromthe date URElwas required to
comply with CI06-1 R1.8 throughthe dateUREIompleted its Mitigation Plan.

ReliabilityFirstdetermined that this violation pged a minimal and not serious or substantial riski®
reliability of the BPSThe terminal servers cannbe used to authorize or log access directly to PSPs.
The terminal serverhemselves are located in PSPs and were afforded most of the protections
requiredby CIF006 R1.8.In addition, prior to the Compliance AuddRE#lid not realize these

terminal servers could be considered part of the PAgEem andhouldtherefore be subject tothe
protections listed inCIR0O06 R1.8 Thus, the violatiodid not result from a failure to institute internal
controls for physical security.

URE® Mitigation Planto address this violation was submittesd completdo ReliabilityFirst The
Mitigation Plan requiredJREZo ensure the two terminal servers meell £1P Standard requirements.

UREZXertified that the above Mitigation Plan requirements were completed.

ReliabilityFirstverified that] w 9 Mi€igation Plan was complete.

CIP006-3c R4 (RFC203012409

UREIsubmitted a SefReport to ReliabilityFirst statin¢hat it was in violation of CiB06-3c R4.URE1
reported that anemployee without authorized unescorted access to a substation accessed the
substation without a valid key cardVhenthe entry was madeJRE® securityalamms station
received an alarnsecurity techniciansnmediately investigated and escorted tkeenployee out of the
substation.

A physical security technician determined that th&or lock had been disabled ftre substation door
and the actuation of a pusbutton lever inside the doolocking mechanism allowed the employee to
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enter the substation.AlthoughUREIcannot conclusively determine the duration of the condition, it
believesthe period to be less than five dayA.locksmith permanentlylisabled thdevers in the
substation dooflocking mechanisms.

ReliabilityFirstdeterminedthat UREviolated CIPO06-3c R4 becausi failed todocument and
implement the operational and procedural controls to mangdgsical access at all access points to
the PSRwenty-four hours a day, seven days a week with one or more physical access methods.

ReliabilityFirstdetermined the duration of the violation to be from trearliestdate that UREelieves
it did not manage the physical access ppthtough the datdUREIompleted its Mitigation Plan.

ReliabilityFirstdetermined that this violation posed a minimal and not serious or substantial rigieto
reliability of the BPSThe door was adequateiyonitored during the period the lock was mechanically
disabled. Only oneunauthorized entry occurred during this perio@ihe unauthorizedndividual was

an employee with a currer®RA.His entry to the substation washserved by authorized employees.
The entry also resulted in an alarm, aseturity personnel ensudethe individual was escorted out of
the substatiorwithin ten minutes of his entryln addition, the substation is located withirpaotected
area that is continuously staffed with security officers.

URE® Mitigation Planto address this violation wasismitted as completdgo ReliabilityFirst

URE® Mitigation Plan requiredJREXo0:
1. contract a locksmith to replace the locking mechanism with a proper, lock

2. perform an evaluation to determine if any additionahdequatelock mechanisms were
installed atother substation PSPand

3. replace three additionahadequatelocking mechanisms, which were identified through the
extent-of-condition evaluation

UREZXertified that the above Mitigation Plan requirements were completed.

ReliabilityFirsterified tha URE® Mitigation Plan was complete.

CIRPO07-1 R?2 (RFC203012410 and RFC2013012413

URE1 and URERbmitted SeHReports toReliabilityFirst stating that they were in violation@©R007-
1 R2.URE1 and URE@ported that theirCyber VulnerabilitAssessmenteCVAsyvere the first under
the new CIRompliance program
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The CVAssed a new procedure that provides better visibilityports and services and demonstrated
that existing documentation of ports arskrvices was inadequatéJREIidentified Cyber Assets for
which ports and ervicesnot needed for normal or emergency operations were not disabled, and
CyberAssets for which ports or services were not documerdedectly. UREZdentified Cyber Assets
for which ports and services not needest hormal oremergency operations were not disabled, and
Cyber Assets for which ports services were not documenteazbrrectly.

ReliabilityFirstleterminedthat URE1 and URE®lated CIFD07-1 R2by failing to implemena process
to ensure that onlythose ports and servicegquired for normal and emergency operations are
enabled.

ReliabilityFirsdetermined the duration of the violations to be from the datfkRE1 and UREZre
required to comply with CHB07-1 R2 through the datdJRE1 and URERmpleed their Mitigation
Plars.

ReliabilityFirsdetermined that these violations posed@oderateand not serious or substantial risk to
the reliability of the BPSA significant number d€yber Assets suffered the deficiency, which
potentially createdvulnerabilities orthose Cyber Assetsr an extended periodLayers of defense on
0 KS nem@rk, Quch as intrusion prevention, limit the risk and exposure of devices to external
threats. UREhad robust intrusion prevention appliances on the interdfating side of its environment
and has intrusion prevention services on its firewalls in front of its EMS/GMS BBE4& and URE2
mitigated these violations by sdlientifying the issues througimprovements to its posimerger
complianceprogram andperforming thorough mitigation.

I w9 Mifgation Planto addressts violation was submitted td&reliabilityFirst
URE® & a A U A Id-addkegsts vidlafioh was submitted t&ReliabilityFirst

TheMitigation PlarsrequiredURE1 and URHEZ:
1. perform an evaluation of the ports and services program and proceclures

2. revise the associated procedures to improve the effectiveness, efficiency, and documentation
of the CIR0O07 R2 configuration program and shift the performance ofG@IPR2 activitieto
asset owners and administrators; and

3. add new controls that track all changes made to the documentati®he controlselate back
to the ticket that was generated in the chgacontrol and configuration management system.

URE1 and URIE2rtified thatthe above Mitigation Plan requirements were completed
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ReliabilityFirstverified thatUREQ Blitigation Plan was complete.

ReliabilityFirsterified that} w 9 Mi€igation Plan was complete.

CIPO07-1 R3 (RFC203012513 and RFC2013012514

URE1 and UREBRbmitted identical SelReprts to ReliabilityFirst stating thahey were in violatiorof
CIR007-1 R3.URE1 and URE@ported that during a system account review of G environment
they did not meet the 3@ay selfimposedtime limit intheir security patch management program for
documenting a patching implementation plan on two C(G&svers)

Soon after the discovery of thaolations URE1 and URE2veloped an implementation plan to retire
the two servers ananigrate associated guest seng to physical servers, with all patches applied.

ReliabilityFirstleterminedthat URE1 and URE®lated CIFD07-1 R3 because they failéd provide
sufficient evidence thatheir security patch managememirogram for tracking, evaluating, testingnd
installing applicable cybesecuritysoftware patches fo€yber Asets within the ESP was implemented
for two applicable assets.

ReliabilityFirsdetermined the duration of the violations to be from the datee Standard became
mandatory and enforceabl®r URE1 and URE®rough the datdJRE1 and URERmpletedtheir
respectiveMitigation Plars.

ReliabilityFirstetermined that these violations posednainimaland not serious or substantial risk to

the reliability of the BPSEirst, theviolationsaffected only two deviceandwere caused by an isolated
human error, and there werao indications of a systemic failure in assessing or implementing security
patches. Second, although the selhposed 3@day time limit for patch implementatioplan
documentation was not met, applicable security patches and secuptyrades were assessed for
applicability within30 calendar days as specificalquired by theSandard. Finally the subsequent
Compliance Audit revealatb further violatiors of CIFO07 R3.

URE® Mitigation Plan to addresiss violation was submitted td&ReliabilityFirst
| w 9siMfligation Plan to addrests violation was submitted td&eliabilityFirst

TheMitigation Plans requiredRE1 and UREZ:

1. develop and review aimplementation plan and retiréhe Cyber Assets affectednd
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2. develop an internal control mechanism to monitor whethrsinesaunits and/orsystem
administrators document patch implementation plans within 30 days from the date of
notification bytheir internal cybersecurity department

URE1 and URE2rtified that the above Mitigation PlaXequirements were completed
ReliabilityFirsverified that, w 9 Mi€gation Plan was complete.
ReliabilityFirsverified thatURE® & a A (G A 3 Gonplgfe. t £ 'y &I &

CIP007-1 R5.2.1RFC201312411)

UREIsubmitted a SelReport to ReliabilityFirst statinghat it was inviolation of CIFO07-1 R5.2.1.
UREZXeported that due to misleadingocumentation UREXailed to rename several EACM accounts
as requiredoy CIFO07 R5.2.11n addition,UREXeported that it failed to rename onether local
default administrator accountThese issues were discovered whemeav tool for password change
review was implementedTheviolation affectedCyber Assets.

ReliabiityFirstdeterminedthat UREviolated CIRO07-1 R5.2.1 because they faileditoplement a
policy to minimize and manage the scope and acceptable uadroinistrator, shared, and other
generic account privilegescluding factorydefault accountsincludng the removal, disabling, or
renaming of such accountghere possible.

ReliabilityFirstetermined the duration of the violatioto be fromthe datethe Standard became
mandatory and enforceablr URE]through the datdJREIompleted its Mitigation Plan.

ReliabilityFirstetermined that this violation posed a minimal and not serious or substantial rigleto
reliability of the BPSFirst,the risk was mitigateghartiallyo @ § KS / & 6 S Nbehidda S a Q
firewalls in @ ESPseparate user accounts are required to log itlte network, which were subject to
multiple password change cycleSecondalthough the accountaere not renamed for a long period
and several cycles of CVAs did antify the issuelJREIhas since significantlymproved these

internal controls, which enableiti to identify and selreport the issue.

I w9 Mifigation Planto address this violation was submitted completedo ReliabilityFirst

URE® Mitigation Plan requiredJRE10:

1. developand implement a plan utilizingRE® Change Management Process to rename the
localadministratoraccount on all affected devices

t
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2. rename the single account and a new step was added to the CIP server build process;

3. develop an improvd CVA program that is capable of promptly identifying these types of
deficiencies; and

4. perform an annual review of CIP Cyber Asset passwords and accasmnsirt of these reviews,
administrator, shared, and other generic accounts are reviewed to ertageare still valid
and required.

UREXertified that the above Mitigation Plan requirements were completed.

ReliabilityFirstverified that; w 9 Mi€gation Plan was complete.

CIPO07-1 R5.3.3(RFC203012412 and RFC2013012414

URE1 and URERbmitted SeHReports toReliabilityFirst stating that they were in violation@fR007-
1 R5.3.3.UREXeported that the passwords on local server accounts were not chaagedally, and
UREZeported that the passwords on additional los&rver accouts were not changed annuallyn
both cases, althougRE1 and URHE2ve a procedure for annual local administrator account
password updates, they missed the affected accounts because they wedaoatnented in the
password vault used to manually mangggsswords.Thesepassword deficiencies were identified
shortly afterURE1 and URHKE#®2plemented a new tool for password change reviews.

ReliabilityFirstdeterminedthat URE1 and URK®lated CIFD07-1 R5.3.3ecause they failetb
require and use passwosdhat are changed at least annually.

ReliabilityFirstetermined the duration of the violations to be frothe date UREwas required to
comply with CI®07-1 R5.3.3through the datdJRE1 and URE®mpleted their Mitigation Plas

ReliabilityFirstetermined that these violations posed a minimal and not serious or substantial risk to
the reliability of the BPSEirst,the affected Cyber Assets are located behind firewalls iBSR, and
separate user accounts are required to log into the netwaikich weresubject to multiple password
change cycles through the duration of thielation. Secondalthough thepasswords were not

changed for a long period and several cycles of @G\dAsot identify the issudJRE1 and URB2ave

since significantlymproved these internal controls, which enabled them to identify and-sgibrt the
issue.

I w9 Mifigation Plan to addresis violation was submitteés completeo ReliabilityFirst URER a
Mitigation Plan to addresis violationwassubmittedas completeo ReliabilityFirst
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TheMitigation Plans requiretVRE1 and URHEZ:

1. create areport that validates password changes and documents the use of the report in the
associated procedureand

2. add a new step to the CIP server build process to perfaqmeer review of the local server
accounts for the new servend verify that the accounts and passwords are documented

UREZXertified that the above Mitigation Plan requirements were completetERZertified that the
above Mitigation Plan requiremesitwere completed

ReliabilityFirstverified that; w 9 Mi€gation Plan was complete.

ReliabilityFirsterified that; w 9 Mi€igation Plan was complete.

CIPO07-3a RARFC203012753 and RFC2013012768

URE1 and URE2ch submitted SelReports toReliabilityFirst stating that they were in violation©IR
007-3a R1.URE1 and URHK® not maintaincomplete documentation of test results for significant
changes on CIP Cyb&ssets UREMid not document significant changes on Cyber Assetld URE?2
did not document significant changes on additional Cyber Assets.

ReliabilityFirsdeterminedthat URE1 and UREBlated CIRD07-3a R1 because they failédl ensure
that new Cyber Assets and significant changes to existing Cyber Agtbatsthe ESP do not adversely
affect existing cyber security controls afadled to document test results.

ReliabilityFirstletermined the duration of the violations to be frothe date UREZirst failed to
comply with CID07-3a R1through the dateURHE and URER2ompleted their Mitigation Plas

ReliabilityFirstetermined that these violations posed a minimal and not serious or substantial risk to
the reliability of the BPSEirst,the violations wergrimarily a documentation issue, sintdiRE1 and
URE2performed appropriate testingSecond, although not complete enough to meet theeshold of
compliance JRE1 and URER document soméesting. Finally! w9 M Q& I ffliew-Up veStingQ a
verified therewere no adverse effects on the productiegstem from the testing documentation
inadequacies.

I w9 Mifigation Plan to addresis violation was submitteés completeo ReliabilityFirst URER a
Mitigation Plan to addresis violation was submitteés completeo ReliabilityFirst
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' wO Mg®R | MigatindPlans requiretVRE1 and URER:

1. have followup testing to verify that no adverse effects on the production systems or the
operation of the production systems resulted from the testing documentationeqadcies

2. meet with personnel to review and reinforce requirements and expectations for documenting
test results for significant changes to CIP Cyber Assets; and

3. provide refresher training sessions to review and reinforce requirements and expectations of
test resuls documentation for appropriate personnel.

URE1 and URE2rtified that the above Mitigation PlaXequirements were completed.

ReliabilityFirstverified thatthe Mitigation Plars were complete.

CIP007-3a RGRFC201312718

UREIsubmitted aSeltReport to ReliabilityFirdtating that it was in violation of GIF07-3a R6.URE1
reported that logs of systeravents over a 26lay period for one CCA were not retained for the &al
days as required by CIP 08& R6.

ReliabilityFirstdetermined that UREJviolated CIFO07-3a R6 lecauseit failed to ensure that a Cyber
Asset within the ESP, as technically feasible, impleraetdmated tools or organizational process
controls to monitor system events thare related to cybesecurity.

Reliabilityrirstdetermined the duration of the violation to be from the datee CCA was initially
misconfigured through the datdJREIcompleted its Mitigation Plan.

ReliabilityFirstetermined that this violation posed a minimal and not serious or substantial rigleto
reliability of the BPSAIlthough the log entries were missing for one CCA device, this CCA device exists
within the ESP, behind firewalls. The process and proesduere in place to monitor and log access

at access points in the ESRowever the violation was discovered by an effective internal control
(quarterly review) and was limitetth one device for a 28lay period befordJREIcorrectly configured

it. In addition, no additional violations of CIB07 R6 were discovered at tlsebsequentCompliance

Audit.

I w9 Mifigation Plan to address this violation was submitesicompletego ReliabilityFirst
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I w9 Mifgation Plan requiredJRE%o:

1. update a CIP servéild procedure to emphasize the step for configuring the CCA to back up
logs and automate alerting for potential cybscurity failed login attempts

2. add a CIP server build procedure for the peer review pracass

3. add a procedure step to include aiidnal signoffs confirming that a test of the log backup
configuration and automatgalerting was successful.

UREXertified that the above Mitigation Plan requirements were completed.
ReliabilityFirstverified that; w 9 Mi€gation Plan was complete.

wSIA2YIE 9yiAaiGeQa .Fara F2NItSylrtde

According to the Settlement AgreemeiReliabilityFirshas assessego monetary penaltyor the
referenced violatios. In reaching this determinatioRReliabilityFirstonsidered the following factors:

1. The UREhadprior violations of the subject NERC Reliability StandarddiabilityFirstdid not
consider these prior violations as aggravating factors in the penalty determinagiceusehe
prior instances were isolated incidents thatlid not indicate repetitive onduct or systemic
issues

2. The UREBad a internalcompliance program at the time of the violati®which ReliabilityFirst
considered a mitigating factor;

3. ReliabilityFirst determined that thgRE had made significant progress in terms of compliance
since the Compliance Audit, which was considered a mitigating factor in the penalty
determination.

The URE selfreported 11 ofthe violations;
TheURE were cooperative throughout the compliance enforcement process;
there was no evidence of any attemjat conceal a violation nor evidence of intent to do so;

Theviolationsof RFC2013012410 and RFC2013014k&d amoderatebut did not pose a
serious or substantial risk to the reliability of the B##le the rest of the violations posed a
minimal risk as discussed aboyand

S

8. There were no other mitigating or aggravating factors or extenuating circumstances that would
affect the assessed penalty.



